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Summary 
 
Follow-up on prior audits was included in our Fiscal Year (“FY”) 2015 Audit Plan.  The 
professional standards for internal auditing require auditors to follow-up on any 
recommendations included in prior audit reports.  
 
Background: Internal Audit completed audit report, FY13 - #13, that evaluated the policies, 
practices and controls in place for mobile computing security. The audit was included in our 
approved FY 2013 Audit Plan.  The audit report included management responses (“Action 
Plan”) to our recommendations and target implementations dates from the Office of the 
Chief Information Officer (“CIO”). The Office of the CIO includes University Information 
Technology Services (“UITS”) and the Information Security Office (“ISO”).  
 
The audit report contained a finding related to the assessment of information security 
policies, specifically data classification and protection requirements.  The second finding 
included high-risk areas of Information Technology (“IT”) and the governance processes in 
place to ensure effective and informed decisions.  These services include cloud storage 
systems, virtual private networks (“VPN”), application vulnerability testing, mobile device 
management, and the use of personal devices to conduct University business. 
 
Audit Objective: To evaluate whether the open Action Plan items from the November 
2013 Action Plan were implemented and functioning as intended. 
 
Methodology: We accomplished our objective by providing the CIO with a listing of the 
Action Plan items on a Departmental Action Plan Status Form.  The high risk and 
complexity of the findings required several meetings and review of submitted materials to 
evaluate the response and associated risk. Several iterations of the Action Plan were 
submitted, reviewed, and discussed prior to acceptance of the final document. 
 
Conclusion: We found that the Office of the CIO made considerable progress on the 
Action Plan. Some actions have been completed, and others are considered partially 
complete as additional time is required for discussion with University executive 
management. 
 
The recommendation for the first finding was for the ISO to validate that information 
security policies sufficiently addressed mobile computing.  The Data Classification 
Standard (IS-101) is critical component of the Information Security policy. Data 
classification supports the University community’s awareness of the risks associated with 
data management and the University’s expectations for protecting data.  
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The data classification standard was modified to include four classifications of data: public, 
internal, confidential and regulated.  The requirements for protecting and storing the data 
are included in the document.  The updated data classification standard became effective 
on March 20, 2015. 
 
The second finding relates to IT governance for high-risk IT areas in the University’s heavily 
decentralized IT model.  There are several actions included in this finding.  While many 
actions remain open, much work has been done toward reducing risk. Highlights of items 
completed to date are listed below: 
 

• The CIO has made considerable progress in establishing and formalizing IT 
governance for the University.  Actions include the creation of an IT governance 
matrix and establishing various committees such as the Executive Coordinating 
Group and the Business Systems Coordinating Council.  
 

• The updated Data Classification Standard includes expanded classifications and 
guidance for using cloud services.   
 

• Configuration changes to the enterprise VPN service were made to ensure that 
security settings were appropriate. Currently, the idle time-out is after 24 hours of 
inactivity, which allows the connection to remain active with all enterprise 
systems and services accessible.  A 24-hour session limit and a four-hour idle 
limit are under consideration to further reduce risk. 

 
Due to the high risk of the open action items, additional follow-up will be required.  
 
 
 
 
 
 
 
                        /s/                                                    /s/                         

Rosemary R Casteel, CISA 
Auditor-In-Charge 
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casteelr@email.arizona.edu 

 Sara J. Click, CPA 
Chief Auditor 
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