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Summary 

The Facility Services Work Order Process Audit is part of the Fiscal Year 2018 Internal Audit Plan 
approved by the Audit Committee of the Arizona Board of Regents. This audit supports NAU’s 
strategic goal of Stewardship by ensuring NAU’s physical resources are efficiently used and 
properly managed.

Background:  Facility Services’ mission is to create, maintain and enhance the NAU Campus 
through continuous improvement and sustainable practices.  Facility Services is comprised of 
seven departments:  1) Employee Services, 2) Office of Sustainability, 3) Fiscal Services, 4) Utility 
Services, 5) Engineering and Inspection, 6) Planning, Design and Construction and 7) Operations 
and Maintenance. 

The Work Order Process is part of the Operations and Maintenance Department (O&M).  O&M is 
responsible for the maintenance and continued safe operation of campus facilities and for 
prolonging the useful life of facilities.  With a staff of two full-time employees, two part-time 
employees and approximately ten students and use of WebTMA maintenance management 
software, O&M is tasked with operation and maintenance of campus buildings and the campus 
grounds as well as managing the Fleet Services Center and the moving department.  O&M Trades 
continually collaborate to complete a wide variety of services that are paramount in producing a 
functional and safe environment (see additional O&M Activities at Exhibit A and Statistics at Exhibit B).

Audit Objective: The primary objective of the audit is to evaluate the operational efficiency and 
internal controls applicable to maintenance work orders. 

Scope: The scope included a review of all policies, procedures and practices governing the 
operation of the Work Order Process specific to Facility Services work orders.  We reviewed 
documents and system reports supporting compliance and reporting requirements that occurred 
for the 2017-2018 Academic Year.  We conducted such analysis, tests and other procedures as 
we deemed necessary to address the audit objective.

Methodology:  The following procedures were performed to accomplish the audit objective: 
 Conducted background research including policy and procedure review, tours and 

supporting analytics calculations, 
 Interviewed NAU management and staff responsible for the Work Order Process, 
 Reviewed the recent independent consultant’s report and met with the consultant, 
 Inspected items maintained as inventory at the Campus Supply Warehouse in conjunction 

with a tour of the warehouse, 
 Performed process walkthroughs on a sample of six work order types, 
 Performed trend analysis on Campus Supply’s sales revenue and cost of goods sold, 
 Performed trend analysis on O&M’s revenues and expenses, and work orders processed 

for Fall 2017, and 
 Performed a labor analysis on the Trades. 

Our work was performed in conformance with the International Standards for the Professional 
Practice of Internal Auditing promulgated by the Institute of Internal Auditors and accordingly, 
included such tests considered necessary under the circumstances. 
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Conclusion:

Controls 
Assessed

2 3 7

The Work Order Process appears to be functioning as intended; however, 
manual procedures are performed to ensure the data captured for work orders 
is correct.  While the data is materially accurate and internal controls are 
functioning as intended, management is currently prioritizing and addressing 
opportunities to improve operational efficiency.

Observations: In addition to those improvement noted in the report, we discussed  opportunities 
for potential improvement related to the oversight of student workers, obsolete inventory,  rebate 
checks, vending machines, sign set-up, and construction work orders.  Management noted these 
observations for future consideration and has implemented or is progressing in implementing 
notable improvements as follows: 

 Purchasing Services and Facility Services Management are determining the responsibilities 
of NAU and The American Campus Community maintenance staff relative to repairs and 
maintenance services.  Work Control Center will include the final decision in their business 
processes to delineate the responsibilities. The final decision will be made by Fall 2018. 

 The Building Managers Manual will be updated by July 2018.  In the interim, a SharePoint site 
for building managers was created to communicate meeting minutes/discussion, etc. 

 O&M appears dedicated to improving and optimizing the work order process for NAU as 
evident by the request for an internal audit of the Work Order Process as well as investing in 
an external consultant to review the existing process.  They used an external facility’s expert 
in October 2017 to analyze the then existing processes and make recommendations for 
improvement.  Implementation of several of the consultant’s recommendations resulted in 
system and technician efficiencies (see Statistics at Exhibit B).  Based on the consultant’s report, 
the following items have or are being implemented into the Work Order Process: 
o The VP for Capital Planning and Campus Operations restructured the reporting lines 

between the Work Control Center and O&M as of October 2017. 
o Standard operating procedures for the Work Control Center are being developed and will 

be implemented by December 31, 2018. 
o Effective December 1, 2017, run slips, which are used when parts were not available at 

Campus Supply and thus require the technician to run to the store to purchase parts, are 
now limited to situations requiring approval by the VP of Capital Planning and Campus 
Operations.

o A formal preventative maintenance program is being developed to identify the activities, 
time estimates and parts/materials to be used in accomplishing preventative maintenance 
with full implementation by the end of Fiscal Year 2020. 

o Effective October 2017, a committee, comprised of Work Order Process owners and team 
members as well as a dedicated ITS representative, was established based on the 
recommendation of the aforementioned external facility’s expert to identify system 
efficiencies within WebTMA and best practices to effectively and efficiently manage the 
work order process.  Progress of the team’s efforts includes: 

 An automated process is being developed to create efficiency in review of the 
WebTMA data prior to its upload into PeopleSoft.  This includes scripts with built-in 
logic based on business rules identified by the committee. 

 NAU has collaborated with the ASU Work Control Center to identify alignment 
opportunities, best practices and lessons learned.  This has led to an evaluation of 
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duplicate, no charge and open work orders. 
 In March 2018, time card summaries by trade were distributed to management to 

review productivity.  In addition, monthly productivity reports by building will be 
emailed to building managers beginning in July 2018.  The report will reflect a percent 
of overall cost allocated to labor, material and other (other generally relates to third 
party vendors – i.e. pest control). 

o In July 2018, historic data from Fiscal Year 1999 to Fiscal Year 2012 will be archived from 
the system, which will create system performance efficiencies.

o Work Order Process owners and team members attended a TMA User Conference in April 
2018 and applied knowledge gained to more efficient and greater use of the system and 
improved understanding of system upgrades. 

o TMA will provide on-site training before December 2018. 
o Key Performance Indicators are being developed and will be adopted in Fiscal Year 2019 

to improve oversight of work order management, including timeliness and results. 
o The TMA mobile app will be used by technicians on tablet devices to document their hours 

and notes related to work orders.  This will eliminate the use of personal phones and related 
expense reimbursement expectations. 

The control standards considered and the status of the related control environment are provided 
in the following table. 

General Control Standard 
(The bulleted items are internal control objectives that apply to the 
 general control standards, and will differ for each audit.)

Control 
Environment/
Assessment 

IO
No. 

Page
No. 

Reliability and Integrity of Financial and Operational Information: 
 Parts and labor are accurately charged to the work order 2, 4 5, 8 

 Departments are timely and accurately billed for each work order 3, 4 7, 8 

 NAU Management reviews and verifies revenues and expenses 2, 3 5, 7 
Safeguarding of Assets:
 Parts inventory is adequately safeguarded 
 Parts inventory is appropriately valued 
 Parts inventory is performed periodically 

Effectiveness and Efficiency of Operations:
 Work orders are accepted timely in WebTMA 

 Work orders are completed timely by the technicians 
 Systems, processes and procedures are used to efficiently and 

effectively manage work orders 
1, 2, 
3, 4 

5, 7, 
8

 Parts inventory is stored in an organized manner 
 System reports are used by management to assess performance of 

the Work Order Process 2 5 

Compliance with Laws and Regulations:

 The Work Order Process complies with ABOR and NAU policies 
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Legend:
Reasonably Strong Controls In Place

Opportunity for Improvement
Significant Opportunity for Improvement

We appreciate the assistance provided by the staff of Facility Services and Contracting and 
Purchasing Services. 

Karletta Jones, CPA, CIA
Senior Internal Auditor 

Northern Arizona University 
(928) 523-4136 

karletta.jones@nau.edu

Mark P. Ruppert, CPA, CIA, CISA
Chief Audit Executive 

Northern Arizona University 
(928) 523-6438 

mark.ruppert@nau.edu
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Audit Results: Improvement Opportunities & Solutions 

1. Once WebTMA is upgraded to the most current version, multiple rates and labor 
and materials breakout should be determined. 

Solution: WebTMA will be upgraded to the most current version by July 31, 2018. There are 
no extra costs or specific challenges associated with the upgrade.  Once upgraded, system 
capabilities and current processes will be evaluated to identify and implement the most efficient 
procedures possible using the current version.

Responsible Parties: 
Jessica Fitchett, Director of Business Operations 

Mark Niles, Systems Analyst, Senior 

Implementation Date: 
August 31, 2018 

DETAILS: 
Condition: Currently, WebTMA is 20 versions behind.  The existing version does not allow for 
multiple labor rates nor does it breakout the labor and materials charged to customers when 
uploaded to PeopleSoft.  While the vendor continues to provide some support, there is no 
current indication of how long they will continue to do so. 
Criteria: Upgrading technology ensures sufficiency of vendor support, increases productivity 
and reduces operational costs as features are developed and/or enhanced.  A work order 
management system should offer the benefits of multiple labor rates.  Sound business practice 
encourages transparency. 

Cause: No procedure exists to run periodic upgrades to the work order management system, 
to identify multiple labor rates or to identify a solution to breakout labor and materials charges. 

Effect / Impact: Manual procedures/processes are created to account for deficits in the work 
management system.  System efficiencies and reporting may be available that NAU is not using.  

2. Management of the work order process and WebTMA reporting are not 
structured around critical process measurements and key performance 
indicators to maintain a pulse on work order processing efficiency and 
effectiveness.

Solution: Key performance indicators (KPIs) are continuing to evolve and will be implemented 
beginning in FY 2019.  Critical TMA management measurements or KPIs will be identified (e.g., 
work order aging and timely completion indicators, completion statistics by trade/location and 
compared to prior cycle, cost per work order by trade/location and compared to prior cycle, 
comparison of such to industry average data, etc.). Once KPIs are identified (see Example at 
Exhibit C), dashboards will be created and used to produce real time activity that can be routinely 
monitored to help management assess the performance of the Work Order Process. 
Management from Facility Services and ITS will review the KPIs on July 10, 2018.  Additionally, 
management will: 
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Audit Results: Improvement Opportunities & Solutions 

 Inventory the listing of reports with input from all TMA users for the purpose and use of 
their reports.  Those reports not used by any TMA users will be made inactive so as to 
not populate in the listing of active reports.  All remaining reports will be assessed for 
completeness, accuracy and value as either being of organization-wide or department 
benefit only.  If possible, department specific reports will be filtered from the centralized 
listing. 

 Implement a mechanism to track rework and perform an independent review of inventory 
usage by someone in Facility Services’ Fiscal Operations to determine reasonableness.

Responsible Parties: 
Jessica Fitchett, Director of Business Operations 

Eileen Brown, Program Coordinator 
Darryl Colebank, Accountant, Sr. 

Implementation Date: 
June 30, 2019 

DETAILS: 
Condition: WebTMA is the maintenance management software used by the Operations and 
Maintenance Department to manage work orders.  WebTMA includes a reports module that 
houses 635 reports that includes duplicate reports.  The listing of reports have continued to 
grow over the years and lacks organization: 
 Currently, no dashboard that summarizes work order activity in real time exists in WebTMA 

and as such, summarized work order activity is not compared to KPIs.
 A mechanism to track rework does not exist.   
 Although controls exist on the front end related to inventory purchases and use, there is no 

periodic independent review to determine if inventory usage is reasonable. 
See Exhibit A and B for detail related to work orders processed. 

Criteria: Report organization and dashboard reporting of key performance metrics improve the 
ability to manage complex procedures and processes across multiple units.  
A Key Performance Indicator is a measurable value that demonstrates how effectively a 
company is achieving key business objectives.  Review of rework and inventory usage is best 
practice to ensure resources are used effectively and efficiently. 
Cause: TMA users can create reports and customize their report view in the reports module, 
which can prove useful to support department specific needs. However, since creating a 
dashboard for management has not been implemented in WebTMA, key performance 
indicators are not finalized, and procedures do not exist to track rework and inventory usage, 
these diverse reporting methods provide no consistency or support to the centralized 
management of work orders and related property maintenance.  Additionally, for years Facility 
Services lacked continuous and supportive leadership and experienced high turnover in all 
levels of Facility’s Management. 
Effect / Impact: The most notable impact is that management cannot quickly make an educated 
assessment of the performance of the Work Order Process based on real-time information nor 
can they readily determine if they are meeting their key business objectives.  Additionally: 
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Audit Results: Improvement Opportunities & Solutions 

 Searching for reports through the entire listing is inefficient.
 Users may be using reports with outdated data or based on incomplete or errant criteria, 

which could lead to less than ideal decisions.   
 There is a potential for financial waste or loss resulting from duplicate efforts, 

unnecessary rework and unreasonable or unnecessary inventory usage.

3. Work order activity per WebTMA should be reconciled to PeopleSoft periodically.

Solution: A formal reconciliation process will be identified to compare dollar amount and 
quantity of work orders from WebTMA to PeopleSoft in relation to other process improvement 
related priorities identified.  In the meantime starting immediately on a go forward basis, the 
dollar amount per the WebTMA general ledger will be compared to the PeopleSoft general 
ledger.

Responsible Parties: 
Jessica Fitchett, Director of Business Operations 

Mark Crawford, Fiscal Operations Manager 

Implementation Date: 
June 30, 2019 

DETAILS: 
Condition: Although procedures exist to validate the WebTMA activity prior to upload to 
PeopleSoft, there is no reconciliation performed after the work order data has been uploaded.  
There were 3,026 work orders completed between July and December 2017 that were captured 
in TMA only, not in PeopleSoft.  These work orders represent zero dollar work orders (planned 
maintenance or estimates), small dollar work orders inadvertently not charged to the customer 
and redirected work orders.  Redirected work orders represent error corrections, typically 
related to estimates that were inadvertently billed to the customer.
Criteria: Reconciling subsidiary ledger to the general ledger ensures the data is complete and 
accurate.
Cause: No standard operating procedures exist to define the reconciliation process.
Effect / Impact: There is no assurance that revenues and expenses are complete and accurate 
as captured on the Facility Services Operations’ general ledger. 
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Audit Results: Improvement Opportunities & Solutions 

4. Projects to correct issues should be prioritized based on urgency. 

Solution: Because the quotes/estimation process is manual intensive, the estimates and 
approval routing modules will eventually be used to manage the estimate’s creation, review and 
approval process.  Task codes will be better defined and will be reviewed periodically and 
updated as necessary, based on usage, billing errors and expansion/contraction of services 
offered.

Responsible Parties: 
Jessica Fitchett, Director of Business Operations 

Mark Niles, Systems Analyst, Senior

Implementation Date: 
June 30, 2020 

DETAILS: 
Condition: Several issues have been identified by the O&M Focus Committee; two of which 
were included in our audit scope:  1) estimate process and 2) task codes.  The current manual 
work estimate process appears inefficient and prone to error.  Task codes with general 
descriptions are used in the Facility Work Order Process.     
Criteria: Automated processes often eliminate or reduce manual human error and thereby 
create or improve efficiency.  Optimizing existing system functionality should be pursued where 
beneficial to operations.  Task codes are used to describe the type of service performed on 
work orders that ensure accurate billing for services rendered. 
Cause: Changing priorities due to management and employee turnover contributed to O&M not 
utilizing WebTMA to its fullest potential.  No standard procedures exist to review and approve 
task codes.
Effect / Impact: Estimates are inadvertently billed to a requesting department due to the 
manual process of ensuring the ‘charge box’ is not checked (note that WebTMA can auto assign 
this non-charge status for any work order set up as an estimate).  Unnecessary work is created 
to correct the billing error as another work order must be created to offset the first work order’s 
charges.  More work orders than necessary are created due to the inability to assign multiple 
trades to one estimate; thus creating more opportunity for duplicate and more work orders to 
manage.  Additionally, the current estimate process is inefficient without the use of the approval 
routing module and built-in automation when an estimate request is received from a customer. 

General descriptions are not effective in communicating the type of work performed, can 
potentially lead to extra work to determine exact rendered service, and do not provide 
management with effective means for analyzing and monitoring work order data by task. 
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EXHIBIT A – O&M Activities 

Operations and Maintenance is comprised of the Work Control Center, Maintenance Services, 
Landscaping and Outdoor Services, Custodial Services, Fleet Services and Facilities Safety.

Trades that provide maintenance services include: 

1) Building Access Services  7) Plumbing 
2) Carpentry    8) General Maintenance 
3) Custodial    9) HVAC 
4) Electrical    10) Landscaping 
5) Fire Life Safety   11) Moving 
6) Fleet Services   12) Painting 

WebTMA is the maintenance management software used to track and manage operations and 
maintenance services rendered on NAU’s mountain campus.  The system is used to purchase 
and charge product, track inventory, track and charge hours for work orders completed and create 
estimates.  The journal entry feature available in the system is used to adjust/correct work orders.  
Work requests are received several ways: 

 From the NAU Community (NAU Faculty, Staff and Students): 
o calling or emailing the Work Control Center 
o walk-in to the Work Control Center 
o online using the iService WebTMA system 

From Technicians:
o radio to the Work Control Center 
o text to the Work Control Center 

Requests are manually turned into work orders by members of the Work Control Center.  Because 
not all requests come through iService, WebTMA and iService will not agree as it relates to work 
requests.  Work orders will be in both systems with the exception of estimates and Trades work 
related to Planning, Design and Construction.  Work requests may be rejected and are rejected 
generally because the request is an inquiry that should have been emailed or is a duplicate 
request.
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EXHIBIT B - Statistics 

The following tables show the work requests received and rejected and work orders processed 
for Fall 2017 and 2016 in iService as well as the average turnaround time for system and 
technician efficiencies: 

Requests 
Received Rejects %

Requests 
Received Rejects %

July 1,343 45 3% 741 61 8%
August 2,180 286 13% 1,164 83 7%
September 660 45 7% 531 25 5%
October 520 27 5% 463 24 5%
November 415 21 5% 454 22 5%
December 589 28 5% 548 10 2%

5,707 452 6% * 3,901 225 5% *

FY 2018 FY 2017

FY 2018 FY 2017
Diff 

Inc/(Dec) FY 2018 FY 2017
July 4,341 2,941 1,400 3.23 3.97
August 5,799 4,269 1,530 2.66 3.67
September 4,012 3,246 766 6.08 6.11
October 3,842 3,144 698 7.39 6.79
November 3,481 3,191 290 8.39 7.03
December 3,018 2,915 103 5.12 5.32

24,493 19,706 4,787 5.48       5.48       *

* Average
** Does not include Estimates and Planning, Design and Construction Trades work

Work Orders to 
Work RequestsWork Orders **

*

Note: Work Orders exceed requests primarily because requests are only created if submitted through the iService 
internet site.  Oral / phone call requests immediately create a work order with no request created or separately 
tracked.  Additionally, some requests may result in multiple work orders depending on the complexity of the 
request.  
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FY 2018 FY 2017
Diff       

Inc/(Dec) FY 2018 FY 2017
Diff       

Inc/(Dec)

July 1.59 1.15 0.44 35.03 87.63 (52.60)
August 4.36 1.54 2.82 42.30 73.03 (30.73)
September 2.99 2.45 0.54 48.76 64.95 (16.19)
October 0.89 1.34 (0.45) 28.78 57.81 (29.03)
November 0.89 0.79 0.10 14.69 52.73 (38.04)
December 8.85 2.07 6.78 13.60 57.34 (43.74)

Average 3.26 1.56 1.71 30.53 65.58 (35.06)

** Does not include Estimates and Planning, Design and Construction Trades work.  The Manual Efficiency 
improvement trend apparent from October through December FY 2018 correlates to the improvement work 
initiated by the Work Order Process Improvement Committee.

Avg Days between Request Date 
and Accept Date

Avg Days between Request Date 
and Complete Date

Automated Efficiency (System) ** Manual Efficiency (Technician) **

Work orders are prioritized by urgency and subsequently printed to the assigned Trades’ printer 
by the Work Control Center.  Trades supervisors receive these hard copy work orders and assign 
to each technician.  The technician travels to the work site to assess the problem.  Based on that 
assessment, parts/materials are used (if available) and the work is completed or parts/materials 
are ordered (if not available) at Campus Supply or via a purchase order from a vendor if not 
available at Campus Supply.  The parts order module is used within WebTMA to order the product 
and charge the product to the work order.  Campus Supply notifies the technician when the parts 
are available. 

We compared a total of 25,289 work orders between PeopleSoft and WebTMA for Fall 2017 (July 
to December 2017).  The following table summarizes our results: 

Quantity Amount
Captured in PS and WebTMA 17,930 2,346,440$

Captured in WebTMA Only:
Not Completed as of 12/31/17 4,333 *
Completed between July and December 2017 3,026 **

25,289

*
**

Correctly not included in PeopleSoft GL for the six-months ended 12/31/2017.

Based on a sample, these work orders represent zero dollar work orders (planned 
maintenance or estimates), small dollar work orders inadvertently not charged to the 
customer and redirected work orders (see Recommendations 3 and 4 ).
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The following graph shows 18,335 completed work orders per WebTMA from July to December 
2017 by area (note the difference between the 18,335 noted here and the 17,930 noted on the 
previous page relates to zero dollar work orders and timing differences): 

Residential, 9,152, 50%

Academic, 4,352, 24%

Support Services, 3,153,
17%

Other, 1,678, 9%

Residential

Academic

Support Services

Other

Other includes infrastructure (parking lots, external lights, etc.), Research, auxiliary, Parking Services and leased 
space. 

The following list shows the buildings that received the most work orders from July to December 
2017 (over 500 completed work orders): 

MCCONNELL HALL 853
MCKAY VILLAGE 826
REILLY HALL 762
MOUNTAIN VIEW HALL 702
SECHRIST HALL 661
ERNEST CALDERON LEARNING COMMUNITY 593
SOUTH VILLAGE APARTMENTS 587
INFRASTRUCTURE 559
GABALDON HALL 511



 Northern Arizona University 
Work Order Process 

Audit Report 
June 26, 2018 

Page 13 of 13 

EXHIBIT C – Key Performance Indicators (Example) 
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