
 

 
 
 
  

Internal Audit Department 

 

 
 
 
 

Data Integrity Audit 
 

 April 30, 2020 
Report Number FY 20-03 

 
 

 
 

 
 
 
 
 
Distribution: 
Audit Committee, Arizona Board of Regents 
Internal Audit Review Board 
Rita Cheng, President 
Steve Burrell, Chief Information Officer, Vice President, Information Technology Services 
Bjorn Flugstad, Vice President, Finance, Institutional Planning and Analysis 
Laura Jones, Chief Institutional Data Officer  
Josh Mackey, Interim Executive Vice President and Chief of Staff 
Michelle Parker, General Counsel 
Wendy Swartz, Associate Vice President and Comptroller 

 
 
 

This report is intended for the information and use of the Arizona Board of Regents, NAU administration, the Arizona Office 
of the Auditor General, and federal awarding agencies and sub-recipients. 



 Northern Arizona University 
Data Integrity 

Internal Audit Report 
 April 30, 2020 

 

Page 1 of 12 

Summary 
 
Audit of Data Integrity is in the Annual Audit Plan for Fiscal Year 2020, as approved by the Audit 
Committee of the Arizona Board of Regents (ABOR). This audit supports Northern Arizona 
University’s (NAU / University) strategic goal of Stewardship, Student Success and Access by 
ensuring propriety of institutional data including compliance with applicable laws, rules and 
regulations.   
 
Background:  The Office of Institutional Research and Analysis (IRA) is responsible for 
maintaining and reporting on a variety of data and statistical reports, including enrollment and 
degree data, admissions, degree completions, general demographic and academic preparedness 
of incoming students, trend data on retention and graduation rates, and peer comparison data.  
IRA ensures the integrity of internal and external reporting that their office is engaged to validate 
in accordance with varying submission deadlines.  IRA collaborates with other NAU departments 
to identify and validate data used for institutional accreditation, mandatory regulatory reporting, 
University-initiated surveys, and to support institutional planning.     

Consistent with IRA’s goal of ensuring reported data is reliable and relevant, NAU’s Data 
Governance initiative was launched in Fall 2016 with the primary goal of improving the accuracy, 
consistency, and availability of quality data and information.  Data governance is a shared 
responsibility among campus stakeholders under the oversight of the NAU Information 
Technology and Data Governance Trustees, including NAU Information Technology Services 
(ITS), and consists of applying policies, standards, guidelines, and tools to manage the 
institution’s information resources.  For additional details, including NAU’s Data Governance 
structure, data flows, and specific reports validated, see Exhibit A. 

Audit Objective: The primary audit objective was to ensure propriety of institutional data reported 
by the University, including evaluating the controls and processes established by the University 
to ensure the accuracy, timeliness, completeness, and reliability of data for internal and external 
reporting purposes. 
 
Scope: The scope included a review of all policies, procedures and practices applied by IRA, 
including review of documents and system reports supporting compliance and reporting 
requirements for selected reporting during the 2018-2019 Academic Year and / or through Spring 
2020.  We specifically observed and tested validation processes and procedures related to 
Business Objects and Tableau Dashboards1 analytic reporting tools as used to support IPEDS2 
and ABOR data submissions and the NAU President’s Cabinet Reports.  While our testing of data 

 

1 Business Objects Reporting and Tableau Dashboards are the primary tools used for sourcing and presenting 
multiple platform data.   
2 The Integrated Postsecondary Education Data System (IPEDS) is a system of interrelated surveys conducted 
annually by the National Center for Education Statistics (NCES), a part of the Institute for Education Sciences within 
the United States Department of Education.  IPEDS consists of twelve interrelated survey components collected over 
three periods (Fall, Winter, and Spring) as described in the Data Collection and Dissemination Cycle.  IPEDS survey 
completions is mandatory for all institutions participating in any federal financial assistance program authorized by 
Title IV of the Higher Education Act of 1965, as amended. 
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included reviewing validation processes to ensure accurate, timely, complete, and reliable data, 
we did not validate source information beyond the NAU data warehouse since doing so would 
require audits of front-end processes like admissions, enrollment, and degrees awarded.  We 
conducted such analysis, tests and other procedures as we deemed necessary to address the 
audit objective.   
 
Methodology:  The following procedures were performed to accomplish the audit objective: 

 Reviewed draft policies and procedures related to NAU’s data governance and data 
validation processes. 

 Reviewed meeting minutes of the NAU Information Technology and Data Governance 
Trustees. 

 Reviewed Arizona Revised Statutes (A.R.S.) and ABOR policies. 
 Interviewed IRA staff to understand existing reporting processes, including data validation 

and integrity functions required to ensure the University releases reliable and relevant data. 
 Reviewed timeliness of IPEDS and ABOR data file submissions and reasons for any 

resubmissions. 
 Reviewed systems access privileges for individuals associated with the University to 

determine if access is appropriate and adequately monitored. 
 Observed the Spring 2020 21-Day Census validation process. 
 Assessed the IRA validation of 21-day enrollment and admissions data reported in the 

President’s Cabinet Report, Tableau Dashboards, and ABOR Fall 2019 Enrollment Report. 
 Assessed the IRA validation of data reported for the University’s FY 2019 Integrated 

Postsecondary Education Data System (IPEDS) Completions survey and the FY 2019 
ABOR Completions Survey. 

The audit was conducted in accordance with the International Standards for the Professional 
Practice of Internal Auditing promulgated by the Institute of Internal Auditors and accordingly, 
included such tests considered necessary under the circumstances. 

Conclusion:  
 

Controls 
Assessed 

0 1 13 
 

Overall, IRA’s processes for collecting and reporting enrollment, admissions, 
and degree completions data provide assurance that NAU reported information 
is accurate, complete, reliable and timely.  This assurance could be enhanced 
by procedural and process documentation details that would improve training 
and help ensure consistency when staff changes occur.   

 
Observations:   

 NAU has established a formal data governance structure, with oversight established by the 
NAU Information Technology and Data Governance Trustees, subject to a formal charter 
and with a direct reporting line to the NAU President. 

 IRA is partnering with the ITS OnBase Team to develop and implement an automated 
workflow utilizing OnBase functionality to improve the speed and accuracy of data 
requests.  IRA has formally documented processes established for ensuring data is 
validated and accurate prior to release for internal and external reporting purposes.  
Standard procedures for all University data requests will be more formally developed and 
documented upon completion of the IRA Data Request Form.  Policies supporting the 
University’s 2016 Data Governance initiatives were created in 2018.  
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 IRA relies on the integrity of data entered through various front-end collection functions 
(e.g., admissions, enrollment, and degree completions), but reports back to those functions 
when data issues are identified to help improve data collection in those areas. 
 

We identified an improvement opportunity related to Data Governance policy development for 
which management is implementing solutions as outlined in this report. 
 
The control standards considered, related control environment assessment and any related 
improvement opportunities (IO) identified are summarized in the following table. 
 

General Control Standard 
(The bulleted items are internal control objectives that apply to the 
 general control standards, and will differ for each audit.)

Control 
Environment/ 
Assessment 

IO 
No. 

Page
No. 

Reliability and Integrity of Financial and Operational Information:    

 Regulatory data reports reconcile to raw data and are generally 
consistent with ABOR reporting metrics.

   

 External audits of annual full-time equivalent (FTE) calculations are 
verified and reconcile to the University’s raw data.

   

Safeguarding of Assets: 

 Approved personnel have access to data.    

 Security of IRA offices are adequate to protect sensitive data.    

 Raw data reports are password protected.    

Effectiveness and Efficiency of Operations: 

 Data integrity is supported by a formal data governance structure.    

 System automation exists to extract data used for reporting purposes and 
to provide adequate audit trails for enrollment reports.

   

 Unit-level data validation, verification, and approval processes are 
adequately documented. 

   

 External reports are submitted timely and without material error.    

 Data reconciliation occurs regularly, and errors are reviewed and timely 
corrected. 

   

 Internal reports include appropriate references to source data allowing 
data to be reproduced. 

   

 Data is reliable and reproducible.    

Compliance with Laws and Regulations: 

 FTE is calculated in accordance with Arizona Revised Statutes (A.R.S.)  
enrollment reporting requirements and Arizona Board of Regents (ABOR) 
policy. 

   

 NAU policies and procedures exist to ensure data is adequately 
managed and protected. 

 1 5 

 

Legend: 
Reasonably Strong Controls In Place  

Opportunity for Improvement  

Significant Opportunity for Improvement  
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We appreciate the assistance and cooperation provided by Institutional Research and Analysis 
staff, Vice Provost for Academic Affairs staff, Registrar’s Office staff, and ITS Enterprise 
Information Services staff. 

 
  

Robin Mosness, MS, MS 
Senior Internal Auditor 

Northern Arizona University 
(928) 523-6459 

robin.mosness@nau.edu 
 

 Karletta Jones, CPA, CIA 

Senior Internal Auditor 
Northern Arizona University 
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karletta.jones@nau.edu 

 Mark P. Ruppert, CPA, CIA, CISA 
Chief Audit Executive 

Northern Arizona University 
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Audit Results: Improvement Opportunities & Solutions 

 
1.  Developing a Data Governance policy for managing and protecting University 

data and creating a formal inventory of all required external reporting, can 
enhance assurance related to the integrity, authenticity, confidentiality, security, 
and completeness of data produced or utilized by the University. 

 

Solution:  IRA will draft a Data Governance policy for managing and inventorying all required 
external reporting, and obtain approval of such from the NAU Information Technology and Data 
Governance Trustees, establishing proper data development and management standards, 
including required use of the IRA Data Request Form.  A Data Governance plan managed 
centrally will ensure the University’s data is maintained in adherence with policies and 
procedures, used ethically and legally, disposed of properly, and reported on or used in official 
administrative University reports. 

Additionally, working through the authority of the NAU Information Technology and Data 
Governance Trustees, a formal inventory of external reporting requirements will be updated or 
created and decisions made regarding the processes and functions that will be relied upon prior 
to releasing related external data submissions, reports, or other communications. 

Responsible Parties: 

Laura Jones, Chief Institutional Data Officer 

Steve Burrell, Chief Information Officer, Vice President, 
Information Technology Services 

Implementation Date: 

December 31, 2020 

DETAILS: 

Condition:  Due to NAU’s decentralized reporting environment, IRA has limited ability to identify 
and inventory the release of University-owned data.  An Excel Master Project inventory of 
University surveys and reports exists; however, does not include a comprehensive University-
wide database of all data reporting activities.  Additionally, IRA has not been given authority and 
responsibility, or the resources, to validate all such reporting. 

Criteria:  Good business practices support clearly articulated policies and procedures to ensure 
consistency in the application of key processes and internal controls used to support and 
maintain them.  Such practices and internal controls also provide assurance that all external or 
public reporting is identified, managed, and validated to protect the reputation of the University.

Cause:  A Data Governance model and Data and Classification Handling policy were proposed 
and approved in 2016.  However, the decentralized environment at NAU makes it difficult for 
IRA to track who is releasing what data on behalf of the University.  Current policies do not 
provide a sole source of truth for managing and validating University-wide data and externally 
required data communications.   

Effect / Impact:  Improper release, maintenance, or disposal of University data may be 
damaging to the University community and could expose NAU to significant risk or possible 
legal action.  Release of unvetted or inconsistent data could result in penalties, fines, and / or 
negative publicity. 
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EXHIBIT A – Background Information 
 (Page 1 of 7)  
 
The NAU ITS and Data Governance Trustees are responsible for oversight of Information 
Technology and data governance-related tasks that advance University data and reporting 
capabilities and enhance systems and processes in support of institutional strategic goals.  The 
Trustees: 
 

 Provide oversight and guidance to other NAU data governance committees and 
workgroups; 

 Prioritize IT and data governance-related initiatives and tasks to ensure alignment with 
institutional strategic goals; 

 Address institutional policy and security practice-related issues; and 
 Ensure appropriate allocation of resources to advance IT and data governance initiatives. 

 

The Data and Business Process Advisory Committee (DBPAC) was established to ensure proper 
Trustee oversight.  The DBPAC reports to the Data Governance Trustees and is responsible for 
oversight of data governance-related tasks that improve data quality and enhance data and 
reporting capabilities. 

The Data Governance decision-making bodies shown in the diagram below report to the President 
/ Executive Team. 
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EXHIBIT A – Background Information 
(Page 2 of 7) 

 
NAU data is collected through a variety of front-end sources. The diagram below reflects the flow 
of data movement, including the push of data from various integrations and sources and the 
extraction of data pulled from the warehouse for storage in various schemas and, ultimately, 
reporting and presentation purposes.  The data warehouse contains all types of student 
transactional data and lives on the Warehouse Production (WPRD) environment.  The warehouse 
sources data from a cloned production environment, PS 9205, updated every day at 4:00 am, and 
is the main source used by IRA for institutional reporting purposes.     
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EXHIBIT A – Background Information 
(Page 3 of 7) 

 
IPEDS Completions Survey 
 
The IPEDS Completions survey collects data on postsecondary awards ranging from 
postsecondary certificates of less than one year to doctoral degrees.  Data collected include 
degree completions by field of study, award level, and other formal awards by length of program, 
completers by race/ethnicity and gender of recipient (both in total and by award level), and by field 
of study as categorized by 6-digit CIP (Classification of Instructional Program) codes.  Data are 
collected for both first and second major fields of study. 
 
To better understand the organization of the IPEDS and ABOR Completions process, the current 
chain of custody is as follows: 

 Student information necessary for reporting is captured in the University’s Campus 
Solutions / PeopleSoft transactional Student Information System (PS Campus Solutions 
9.2).  

 Data are captured in the data warehouse on a nightly basis and pulled at 4:00 am each 
day.  No cleansing or transformation occurs at this point (source data is being replicated at 
a specific point in time).  These data cannot be edited by individual users and as such are 
“read only”.  These transactional views are stored in PS 9205, a cloned environment of the 
production database.  Criteria has been established to assign access rights based on 
approved permissions and FERPA training is required prior to obtaining access to the 
warehouse. 

 The PS_ACAD_DEGR table is sourced from PS 9205 and run through Informatica, an 
extract / transform / load process, before reaching the IRA PAIR_ADM schema within the 
data warehouse. 

 The raw data for IPEDS and ABOR completions reporting is created from various SQL 
used to extract the data into a CSV or Excel working file format. 

 
ABOR 21-Day Enrollment 
 
The Arizona Board of Regents, created in 1864, is the Arizona state university system governing 
board that provides policy guidance and oversight to the state’s three major degree-granting 
universities, as provided for by Title 15 of the Arizona Revised Statutes.   
 
The FY 2013 Higher Education Budget Reconciliation Bill (BRB) (Laws 2012, Chapter 301) 
required ABOR and the universities to adopt a performance funding model by July 1, 2012.  The 
model uses performance metrics that include the increase in degrees awarded, the increase in 
completed student credit hours, and the increase in externally generated research and public 
service funding, and may give added weight to degrees related to science, technology, 
engineering and mathematics, as well as other high-value degrees that are in short supply or are 
essential to the state’s long-term economic development strategy. 
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EXHIBIT A – Background Information 
(Page 4 of 7) 

 
Continuing General Appropriation Act footnotes have required that: 
 
 ABOR report the final allocation of performance funding to the JLBC by July 1 of each year; 
 The allocation model be similar to that used in the previous fiscal year (which ultimately ties 

the funding allocation to the FY 2014 model); and 
 Take into account the metrics outlined in a separate footnote stating legislative intent. 

 
A budget footnote since FY 2014 requires that ABOR use the adopted performance funding model 
in developing and submitting future budget requests for the universities under its jurisdiction, and 
that the Legislature use the performance funding model in the development of future fiscal year 
appropriations for the universities. 

In their FY 2017 budget requests, the universities did not use the performance model and instead 
proposed an alternate funding formula that is tied to resident student enrollment.  The FY 2017 
budget adopts resident student enrollment as the basis of allocating the $8,200,000 of additional 
resources distributed to the universities in FY 2017. 

The budget no longer includes the requirement that ABOR adopt a performance funding model in 
developing and submitting future budget requests for the universities under its jurisdiction, nor 
that the Legislature use the performance funding model in the development of future fiscal year 
appropriations for the universities.3   

Per ABOR policy, an official student population is identified and reported for the Fall and Spring 
21-day census counts.  The census process logic is capable of checking for the following if all 
parameters are required: 

 

 

3 Arizona Board of Regents Fiscal Year Appropriations Reports (FY 2016, FY 2017, FY 2018) 
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EXHIBIT A – Background Information 
(Page 5 of 7) 

To better understand the organization of the 21-day enrollment (census) business process, the 
current chain of custody is as follows: 

 Student information necessary for reporting is captured in the University’s Campus 
Solutions / PeopleSoft transactional Student Information System (PS 9.2).   

 Data are captured in the data warehouse on a nightly basis and pulled at 4:00 am each 
day.  No cleansing or transformation occurs at this point (source data is being replicated at 
a specific point in time).  These data cannot be edited by individual users and as such are 
“read only”.  These transactional views are supplemented with an extract view that was 
created from external sources and parked in the data warehouse so it can be compared 
against warehoused transactional data.  Criteria has been established to assign access 
rights based on approved permissions and FERPA training is required prior to obtaining 
access to the warehouse. 

 The census process is run six times per year, including fall and spring 21-day and 45-day 
census, and winter and summer. 

 About three weeks prior to the official census due date, the IRA reporting team begins 
extracting data from PeopleSoft for the functional areas to validate and fix.  Functional 
areas are responsible for cleaning up data errors or issues via PeopleSoft queries or by 
accessing the PeopleSoft Campus Solutions production census queries. 

 During census processing and finalization, backdated drops (including backdated 
withdrawals and individual classes) cannot be processed. 

 The census business process requires the official enrollment process to be run in build 
mode nightly through the census date.  On actual census day, a comprehensive set of data 
integrity reports is run in the PeopleSoft production environment.  Reports are monitored 
throughout the day and any errors or issues are immediately resolved by the appropriate 
functional office.  Reports are run again manually just before midnight.  If all reports are 
clean, the official census process is run in the PeopleSoft production environment.   

 Once the automated census process successfully finishes, the output file is verified.  Once 
verified, the set of data integrity reports is run again to ensure new data problems were not 
introduced into the system while the census process was running. When the data are 
verified, ITS Operations is contacted to request a data load from the PeopleSoft production 
environment to the data warehouse. 

 The following morning, after the data warehouse load has completed, a set of more detailed 
census reports are run, including a review by campus, college, major, demographics, 
student credit hours, full-time equivalents, etc.  Any data issues are immediately resolved, 
and if necessary, the data warehouse is reloaded. 

 A manual review of students with questionable payment amounts is then conducted.  
Students who do not meet payment criteria are removed from official status and marked 
with a note indicating the reason for the status change.  The date and user ID for the staff 
member making the official status change is also recorded in the PeopleSoft production 
system at that time. 
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EXHIBIT A – Background Information 
(Page 6 of 7) 

 

 Once the official status changes have been made and verified, the data warehouse team 
loads the “official student table” and official class information to the Census Datamart 
(frozen file).  

 All final reports are verified by the IRA staff to ensure consistent and complete results. 
 

Tableau Dashboards 

Tableau dashboards are used by the University community for a variety of reasons.  The 
underlying Tableau data is sourced from the WPRD, has been vetted and validated, and reflect 
official NAU data.  Tableau reports provide consistent results, visual trend representations, data 
flexibility, and are visually appealing to users. 

In 2016, ABOR initiated an MOU between ABOR and the three Arizona universities utilizing 
Amazon Web Services as the cloud infrastructure (facilities, network, hardware, and some 
operational software) to support the provisioning and use of a shared Tableau Server 
environment.  The MOU requires modifications to be made by mutual consent of the parties, by 
issuance of a written modification, signed and dated by authorized officials, prior to any changes 
being performed. 

The diagram below reflects the Tableau Amazon Web Services Architecture mapping. 
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EXHIBIT A – Background Information 
(Page 7 of 7) 

 

President’s Cabinet Report 

The President’s Cabinet Reports are presented to President Cheng and her Cabinet 
approximately monthly in summary format to highlight the overall status and health of the 
University.  Reports contain data from a variety of internal sources, including IRA (data sourced 
from the WPRD), University Advancement, University Budget Office, the Office of Sponsored 
Projects, Admissions, and the Graduate College, among others.  The reports also provide focus 
data to highlight timely issues and / or survey results. 
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