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Each university has adopted and posted a research security policy under A.R.S. § 15-1626(A)
(23). Each university reports that its policy safeguards research, promotes a security culture, 
furthers national security interests, mitigates threats from foreign adversary nations, and 
complies with applicable legal, regulatory, and contractual requirements. Each also reports 
that its policy supports federal funding eligibility and establishes processes to update the 
policy and to identify and address compliance concerns. 

In practice, each university’s program covers:

•	 researcher disclosures and conflict review
•	 cybersecurity
•	 foreign travel security
•	 insider threat awareness
•	 export controls
•	 research security training
•	 identification and resolution of compliance concerns
•	 review of activities involving foreign adversary nations
•	

Each university builds these requirements into its research processes and certifies 
compliance with federal research security requirements when it applies for federal funding.

EXECUTIVE SUMMARY
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This section describes each university’s research security policy and the practices, protocols, 
and strategies that support it, as reported by each university.

ARIZONA STATE UNIVERSITY
Policy: ASU’s Research Security Policy (RSP 216), effective September 12, 2026, establishes 
a framework to safeguard ASU’s research activities from risks posed by foreign adversarial 
influence, unauthorized access, theft, and misuse. The policy emphasizes protecting 
academic freedom while ensuring compliance with federal, state, sponsor, and institutional 
requirements. It requires all covered individuals involved in research to disclose foreign and 
domestic affiliations, financial interests, and external commitments. It addresses national 
security considerations through risk mitigation strategies related to foreign influence, malign 
foreign talent recruitment, export controls, cybersecurity, insider threats, and foreign travel 
security.

The policy requires mandatory training to promote a security-conscious research culture 
and annual policy reviews to adapt to evolving legal and regulatory requirements. It provides 
ongoing compliance monitoring, including advanced screening tools, proposal and travel 
reviews, and mechanisms for confidential reporting of suspensions, violations, or security 
incidents. Failure to comply results in corrective action consistent with university and federal 
requirements. The policy is published at public.powerdms.com/ASU/documents/2905017 
and on ASU’s Research Security Program webpage, researchcompliance.asu.edu/research-
security. ASU reports that the policy is aligned with the requirements of A.R.S. § 15-1626 and 
that no policy gaps were identified.

Program: ASU’s Research Security Program is administered by the Knowledge Enterprise 
Office of Research Compliance, which coordinates governance, risk assessments, training, 
and oversight activities across the university. The program includes institutional oversight, 
policy frameworks, mandatory training, proactive risk assessments, compliance monitoring 
and incident response mechanisms, and uses a suite of compliance screening and 
monitoring tools to identify and mitigate risk related to foreign influence and restricted 
parties. ASU reports that it has strengthened this infrastructure by streamlining operations, 
launching new training initiatives, expanding cybersecurity and export control resources, and 
improving oversight of international collaborations and foreign travel. ASU cites increased 
training completion rates, effective foreign travel review protocols, and strengthened 
oversight of research involving export-controlled technologies and sensitive research data.

Researcher disclosures and conflict review: Researchers and covered personnel disclose 
domestic and foreign affiliations, financial interests, and external activities through the 
ERA MyDisclosures system. Researchers also disclose appointments, affiliations, research 
support, in-kind resources, and external activities in federally required documents such as 
biographical sketches and current and pending (other) support submissions. The Office of 
Research Compliance reviews disclosures for completeness and accuracy and follows up 
as needed to ensure compliance with sponsor, ASU, and federal requirements. Disclosed 
consulting and outside activities are also reviewed for conflicts of commitment. When a 

RESEARCH SECURITY POLICIES AND RELATED PRACTICES
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conflict of interest is identified, the Office of Research Compliance works with the researcher 
to create and implement a management plan.

Cybersecurity: ASU has established protocols for the timely reporting, investigation, and 
remediation of research security incidents. Suspicious activity potentially involving criminal 
conduct is reported to the ASU Police Department and, when appropriate, to federal 
agencies such as the Federal Bureau of Investigation. Incident response procedures comply 
with sponsor-specific reporting obligations, including DFARS 252.204-7012 and NIST SP 800-
171, and ASU documents investigations, corrective actions, and escalations. ASU maintains 
capabilities to protect sensitive and regulated research, including Controlled Unclassified 
Information (CUI), export-controlled information, and classified research, through secure 
research environments, access controls, cybersecurity monitoring, and incident response.

Insider threat: ASU maintains an enterprise-wide cybersecurity program and insider 
threat awareness program to protect university information, technology, research, and 
data. Its Insider Threat Program is consistent with applicable National Industrial Security 
Program Operating Manual (NISPOM) requirements. It includes policies and procedures 
to detect, deter, and mitigate insider threats; security education and awareness; reporting 
requirements; access controls; and coordination among cybersecurity, research security, and 
other university functions. ASU’s Security Operations Center provides continuous monitoring 
and supports the identification, investigation, and response to suspicious activity, with 
additional protections and oversight for secure research environments.

Foreign travel security: ASU conducts quarterly reviews of foreign travel to countries 
of concern, including China, Russia, Iran, and North Korea, using internal travel data. 
Researchers receive training and guidance on safeguarding intellectual property and 
complying with export control requirements while traveling. ASU’s international travel 
guidance addresses handling of university information and technology, including using 
approved university devices, minimizing access to sensitive or regulated data while traveling, 
and protecting devices and accounts. It also addresses interactions with foreign institutions, 
organizations, or individuals that may warrant consultation with the Office of Research 
Compliance.

Export controls: ASU’s Export Control team provides researchers with guidance, training, 
and tools, including the Export Control Wizard, to determine licensing requirements and 
compliance obligations. Technology Control Plans are developed and monitored for research 
involving export-controlled technologies, and personnel on those plans receive annual export 
compliance training. ASU manages export-controlled information, equipment, and services 
under the International Traffic in Arms Regulations (ITAR) and the Export Administration 
Regulations (EAR). Skysong Innovations, ASU’s intellectual property management company, 
maintains internal controls to comply with export regulations and evaluates license requests 
for risks involving restricted parties, sanctioned entities, and export-controlled technologies.

Research security training: Covered individuals at ASU complete research security training 
as applicable and as federal requirements direct. That training includes the Collaborative 
Institutional Training Initiative (CITI) Research Security module, Export Compliance Training, 
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Insider Threat Awareness training, and Department of Defense (DoD) training on Controlled 
Unclassified Information (CUI). ASU also holds annual town hall sessions for researchers 
in high-risk programs. These include projects funded by the Advanced Research Projects 
Agency–Energy (ARPA-E), the Defense Advanced Research Projects Agency (DARPA), and 
DoD applied research (budget activity 6.2) programs. ASU updates its training content 
regularly to reflect changing federal requirements and emerging risks.

Identification and resolution of concerns: ASU provides pathways for reporting suspected 
research security concerns, policy violations, or unauthorized disclosures, including the 
confidential ASU Ethics Hotline and supervisory channels. ASU uses established processes 
and tools to identify, assess, and address research security and foreign influence concerns, 
and to screen foreign collaborators, faculty hires, visiting scholars, visa applicants, and entities 
involved in international academic initiatives. ASU evaluates concerns based on the evidence 
collected and relevant risk factors, which inform outreach, reporting, and risk mitigation. They 
are addressed through established compliance processes and escalated for further review 
when appropriate.

Review of activities involving foreign adversary nations: ASU reviews proposed research 
and other university activities involving foreign adversary nations to identify research security, 
foreign influence, export control, and other compliance risks. Each review considers the 
nature of the activity, the individuals and entities involved, applicable sponsor and regulatory 
requirements, and the sensitivity of the research or information. Where concerns are 
identified, ASU provides guidance and mitigation before the activity can proceed.

Published resources: ASU publishes the policies, procedures, and tools that support its 
program. These include its Export Control Policy (RSP 214), Foreign Malign Talent Programs 
Policy (RSP 215), Objectivity in Research policy on financial interests and conflicts of interest 
(RSP 206), and outside business activities policy (ACD 510-01). They also include guidance on 
NSPM-33 implementation, foreign talent recruitment programs, foreign ownership, control 
or influence (FOCI), international research and global collaborations, international travel, CUI 
handling, IT security standards and physical security.

NORTHERN ARIZONA UNIVERSITY
Policy: NAU approved its Research Security (Interim) Policy and published it in the University 
Policy Library on September 11, 2026, at in.nau.edu/university-policy-library/research-security. 
The policy commits NAU to protecting the integrity, security, and openness of its research 
enterprise. It establishes NAU’s framework for research security, promotes a culture of 
security and compliance, supports national security interests, and safeguards research from 
threats to research activities, personnel, data, intellectual property, and other research assets. 
It applies to all university employees, students, affiliates, visiting scholars, and others engaged 
in research, sponsored activities, or activities supporting the research enterprise.

Implementation measures must address research security training, disclosure and 
transparency, cybersecurity, foreign travel security, insider threat awareness, export controls, 
international collaborations, and research risk management. The Office of Research 
Compliance must review the policy and related procedures at least annually and revise them 
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as needed to address changes in law, regulation, sponsor requirements, emerging threats 
or institutional needs. Noncompliance may result in corrective or disciplinary action. NAU 
reports that the policy addresses the elements of A.R.S. § 15-1626(A)(23). NAU is strengthening 
implementation in two areas: formalizing procedures for the Research Security Program 
and the Comptroller’s Office to flag high-risk international travel, and documenting active 
research security practices as standard operating procedures. It expects to complete both by 
April 1, 2027.

Program: NAU has long maintained a risk-based framework of policies and procedures 
across multiple units, designed to safeguard the integrity, security, and openness of its 
research enterprise. The framework has evolved with new federal laws and regulations, state 
statutes, and industry best practices. It prioritizes protecting research activities, personnel, 
data, technology, intellectual property, facilities, and other institutional assets from undue 
foreign influence and theft. It also preserves academic freedom, facilitates international 
collaboration based on openness and reciprocity, and maintains NAU’s eligibility for federal 
funding. NAU is now moving to a centralized Research Security Program, administered by 
the Office of Research Compliance under the authority of the Vice President for Research. 
The program coordinates with the Office of Sponsored Projects, Information Technology 
Services, the Office of General Counsel, the Comptroller’s Office, the Center for International 
Education, and Human Resources. During FY 2026, NAU approved and published its policy 
and implemented mandatory research security training for all senior and key personnel 
applying for federal funding. It also added new disclosure and certification requirements 
to proposal review, continued conflict of interest, foreign-affiliation, export control, and 
restricted-party reviews, and advanced a new Secure Research Enclave. NAU also continued 
its use of Technology Control Plans and provided targeted compliance support to higher-risk 
research initiatives.

Researcher disclosures and conflict review: Researchers disclose financial interests, outside 
employment, and commitments through NAU’s eCERT platform, at least annually and after 
any change.  Participation in foreign talent recruitment programs must be disclosed prior 
to proposal submission through a form internal to the Office of Sponsored Projects. When 
applying for funding, all senior and key personnel must complete an updated conflict of 
interest disclosure and certify that they are not party to a malign foreign talent recruitment 
program before the proposal is submitted. These internal requirements supplement the 
federal disclosures and certifications on biographical sketch and current and pending (other) 
support forms. Pre-award administrators in the Office of Sponsored Projects verify that 
all required disclosures and certifications have been submitted and reviewed before any 
proposal goes to a federal agency.

When a disclosure may create a conflict of interest, conflict of commitment, or security 
concern, it is escalated to the Office of Research Compliance. That office decides whether 
the conflict can be mitigated and managed and the research adequately safeguarded, 
after a risk-benefit analysis, a review of applicable laws, regulations, and agency guidelines, 
and consultation with university leadership as appropriate. If the concern can be managed, 
the chair of the department where the activity takes place implements and oversees a 
management plan. If it cannot, the Office of Research Compliance and the Office of the Vice 
President for Research disallow the activity. The Office of Sponsored Projects also requires 
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research security disclosures and certifications from institutions collaborating with NAU as 
subrecipients.

Cybersecurity: NAU applies cybersecurity measures across its cloud-based and on-premises 
infrastructure. Its Data Classification and Handling Policy and related procedures require 
heightened cybersecurity and access controls for research data with higher sensitivity and 
risk. For research involving CUI, NAU is developing a Secure Research Enclave designed 
to comply with NIST SP 800-171. The enclave’s security documentation provides security-
control assessments, system security plans, plans of action, continuous monitoring, 
vulnerability review, access authorization, and protection against unauthorized disclosure. 
Until the enclave is complete, NAU has contracted with ASU for a NIST SP 800-171-compliant 
environment to support its current CUI project.

Foreign travel security: NAU’s travel policies require that all international travel for university 
business be registered and approved in advance. Project-specific controls may limit the 
equipment or information taken abroad, require security briefings, or impose additional 
protection and reporting requirements, with special attention to researchers conducting 
export-controlled research. NAU’s annual Information Security Awareness Training, required 
of all employees and others authorized to access university information or technology, 
includes a module on traveling internationally with university equipment. Information 
Technology Services maintains a loaner laptop program that makes clean laptops available 
for travel abroad, and the Office of Research Compliance strongly encourages their use for 
travel to countries of concern.

Insider threat: NAU mitigates insider risk through background screening, least-privilege 
access, continuous system monitoring, reporting systems, and refined incident response 
procedures. Information Technology Services teaches insider threat awareness and breach 
reporting through mandatory Information Security Awareness Training. The Office of 
Research Compliance and the Center for International Education screen foreign scholars and 
visitors before they arrive.

Export controls: The Office of Research Compliance is responsible for NAU’s compliance 
with export control laws and regulations. It reviews proposed research activities, equipment, 
software, technology, technical data, international shipments, foreign-person access, and 
international collaborations for export control restrictions. The Office of Sponsored Projects 
screens every proposal before submission for activities or technology that may trigger export 
control risk. The Office of Research Compliance then reviews flagged proposals with the 
research team, secures any needed licenses, and implements Technology Control Plans. 
These plans document project-specific controls, including physical and information security, 
access restrictions, marking and storage, foreign travel safeguards, personnel rosters, 
training, self-evaluation, corrective action, and disposition of controlled materials.

Research security training: All senior and key personnel on federal proposals must complete 
research security training on the CITI platform within 12 months before submission, and 
Office of Sponsored Projects pre-award staff verify compliance. The CITI course uses research 
security training approved by the NSF SECURE Center and recognized by federal agencies as 
meeting the training requirement of the CHIPS and Science Act. The course expires after one 
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year, and CITI prompts annual renewal for those with active proposals or awards. During the 
reporting period, 170 NAU employees completed research security training through CITI.

Identification and resolution of concerns: Research security concerns may be reported 
to the Office of Research Compliance, the Chief Information Security Officer, the Office of 
General Counsel, the Vice President for Research, or the Provost. Concerns are assigned 
for assessment by subject matter. They may result in additional review, risk mitigation, 
corrective action, access restrictions, disclosure correction, sponsor notification, or other 
action required by law or policy.

UNIVERSITY OF ARIZONA
Policy: U of A implemented and published an interim Research Security Policy on June 10, 
2025, and its final policy on February 4, 2026, at policy.arizona.edu/research-security-policy. 
The policy aims to protect research and development from foreign government interference 
and exploitation while maintaining an open research environment. It applies to employees, 
Designated Campus Colleagues, and researchers or contributors designated as covered 
individuals by a federal research agency. The policy sets several requirements:

•	 U of A must implement a cybersecurity program consistent with NSPM-33 and 
applicable federal regulations.

•	 Covered individuals must complete foreign travel security and research security 
training, and U of A must maintain a travel reporting program.

•	 Covered individuals working with export-controlled technologies must complete 
export control training.

•	 The Research Security Program must approve specified activities connected to a 
Country of Concern.

•	 Interactions with the Chinese universities identified as the “Seven Sons of National 
Defense” are prohibited.

•	 Employees and covered individuals must report known or suspected research security 
concerns and use a university-issued clean laptop when traveling to a Country of 
Concern.

•	
U of A defines Countries of Concern as China (including Hong Kong and Macau, but 
excluding Taiwan), Cuba, Iran, North Korea, Russia, Venezuela, and other countries so 
designated under U.S. law. U of A reports that the policy establishes a comprehensive 
framework to safeguard its research enterprise in alignment with A.R.S. § 15-1626 and that 
no policy gaps were identified. Under U of A’s University Policy-Making Policy, the policy is 
reviewed at least every five years.

Program: U of A’s Research Security Program oversees compliance with the policy. It works 
with the Office for Responsible Outside Interests, Export Control, and the Office of Research 
Contracts & Agreements within the Office of Research & Partnerships.

Researcher disclosures and conflict review: Researchers disclose their own and their 
family members’ significant financial interests, significant personal interests, foreign 
interests, and outside activities, and certify whether they have any Foreign Affiliations. 
Foreign interests include participation in foreign talent or similar programs, all resources 
and other support for ongoing research, in-kind contributions from domestic and foreign 
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institutions or governments, and any payment or other compensation received from a 
foreign entity. Foreign Affiliations include research collaborations, appointments, consulting, 
talent programs, visiting scholar arrangements, laboratories outside the United States, and 
foreign-paid travel, among others. Researchers certify that their disclosures are truthful 
and complete. When a researcher discloses a foreign interest or Foreign Affiliation, the 
certification is sent to the Research Security Program for review.

Cybersecurity: U of A has adopted an enterprise approach to research cybersecurity, 
implementing minimum cybersecurity standards with NIST-aligned controls for all research 
data. U of A is pursuing Cybersecurity Maturity Model Certification (CMMC) to align with 
Department of Defense requirements. It is working toward Level 1 compliance across core 
enterprise applications, to be followed by a Level 2 self-assessment of its CUI enclave.

Foreign travel security: Travel to a Country of Concern requires approval from both the 
Research Security Program and Export Control. Researchers and employees must review 
a foreign travel security briefing and confirm completion before the Research Security 
Program approves travel to a Country of Concern, and must take a university-issued clean 
laptop. Export Control also reviews travel by anyone involved in export-controlled activities or 
traveling with specialized equipment or software, regardless of destination.

Insider threat: Insider threat awareness training is mandatory for individuals handling 
controlled or sensitive data and for cleared personnel, and covers what to report and how. As 
part of its facility clearance program, U of A operates an Insider Threat Awareness Program.

Export controls: U of A uses a third-party vendor to check persons and entities against 
restricted-party lists before approving certain engagements and activities. U of A recently 
added the Bureau of Industry and Security 50% (Affiliates) Rule list and the NDAA Section 
889 list to that screening. U of A’s published screening guide assigns responsibility for each 
activity, including foreign visiting scholars, employment candidates, international graduate 
students, Designated Campus Colleagues, international memoranda of understanding, 
proposals and contracts, vendors, and export-controlled projects. Potential matches must be 
cleared before an activity proceeds. Individuals conducting research with export-controlled 
technologies must complete export control training, and Export Control reviews compliance 
with Technology Control Plans.

Research security training: U of A implemented the NSF SECURE Center’s consolidated 
training module and annual refresher module and requires researchers to complete training 
at least annually. Compliance is verified during proposal submission for federal awards.

Identification and resolution of concerns: U of A builds compliance checks into its research 
processes:

•	 Researchers are blocked from submitting a disclosure if their conflict of interest 
disclosure is not current.

•	 Proposals cannot be submitted to a federal agency until the Office for Responsible 
Outside Interests confirms that each researcher’s training and conflict disclosure are 
current.
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•	 Federal awards are placed on an “award hold,” which prevents spending, until conflict 
review is complete for each researcher.

•	 Research security and conflict requirements flow down to subrecipients, whose 
conflict policies must be reviewed and approved.

Offices within U of A’s research security organization conduct periodic compliance reviews, 
and U of A maintains an Ethics Hotline for anonymous reporting. Noncompliance with 
conflict, export control, and research security requirements may result in administrative or 
employment sanctions, including suspension of research privileges and termination.

Review of activities involving foreign adversary nations: U of A uses a suite of tools to 
conduct research security reviews. The Research Security Program must approve the 
following activities when they involve an individual, entity, or component from a Country 
of Concern: research collaborations, proposals and subawards; contracts, agreements and 
memoranda of understanding; official university purchases; Designated Campus Colleague 
appointments or affiliations; employment offers; international travel; visa sponsorships and 
international scholars; material transfer and intellectual property licensing agreements; and 
other activities the program identifies. New research sponsors are vetted and approved for 
foreign ownership, control, or influence. Employees, Designated Campus Colleagues, and 
covered individuals may not interact with the Seven Sons of National Defense universities 
or their faculty, researchers, or students. Prohibited interactions include speaking 
engagements, visits, research collaborations, and appointments.
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COMPLIANCE WITH STATE AND FEDERAL LAW

Each university has adopted and posted a research security policy as A.R.S. § 15-1626(A)(23) 
requires, and each builds research security requirements into its research processes so that 
compliance is checked before proposals are submitted and before awards are spent. This 
section summarizes how each university demonstrates compliance with applicable state 
and federal requirements, protects national security and intellectual property, and addresses 
risks from foreign adversary nations.

ARIZONA STATE UNIVERSITY
Federal compliance: ASU’s program aligns with federal mandates, including National 
Security Presidential Memorandum-33 (NSPM-33), Department of Defense requirements, 
and other applicable federal, state, and sponsor requirements. ASU documents compliance 
through institutional research security certifications submitted to federal sponsors and 
through ASU-developed certifications that researchers complete. These include its ERA 
MyDisclosures disclosure certification, a covered individual certification for U.S. Department 
of Agriculture (USDA) awards, a National Aeronautics and Space Administration (NASA) 
Wolf Amendment certification, and a subrecipient commitment form with NASA and 
USDA addenda. Researchers also certify on the federal current and pending (other) support 
forms used by the Department of Energy, NASA, the National Institutes of Health, the 
National Science Foundation, and USDA. In FY 2026, 1,286 ASU faculty and staff completed 
the required annual CITI Research Security Training; covered individuals must complete it 
each year. ASU supports federally sponsored research with research security requirements, 
including CUI, export-controlled information, and classified research under a Defense 
Counterintelligence and Security Agency facility clearance.

State compliance: Under Arizona State law and ASU policy ACD 204-08, ASU employees 
must disclose substantial interests involving non-ASU organizations or entities, domestic 
or foreign, public, or private. The requirement also covers the substantial interests of an 
employee’s relatives, and the reporting threshold is $0. An employee with a substantial 
interest in any transaction involving ASU must disclose that interest and refrain from 
participating in the transaction.

Protecting national security and intellectual property: ASU protects sensitive and regulated 
research through secure research environments, access controls, cybersecurity monitoring, 
and incident response procedures that comply with DFARS 252.204-7012 and NIST SP 800-
171. It manages export-controlled information, equipment, and services under ITAR and 
EAR, with Technology Control Plans for export-controlled projects. In coordination with 
university compliance functions, Skysong Innovations maintains internal controls to comply 
with export regulations. It evaluates license requests for risks involving restricted parties, 
sanctioned entities, and export-controlled technologies, which helps protect university 
intellectual property.

Foreign adversary nations: ASU reviews proposed research and other university activities 
involving foreign adversary nations before they proceed, and requires guidance and 
mitigation where concerns are identified. It conducts quarterly reviews of travel to China, 
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Russia, Iran, and North Korea. It screens foreign collaborators, faculty hires, visiting scholars, 
visa applicants, and entities involved in international academic initiatives. ASU’s research 
security certifications define “foreign adversary” by reference to the U.S. Department of 
Commerce determination at 15 CFR 791.4, which currently lists China (including Hong 
Kong and Macau), Cuba, Iran, North Korea, Russia and the Maduro regime in Venezuela. 
Researchers on USDA awards certify that they are not subject to foreign ownership, control 
or influence and will not provide any benefit from the award to a foreign adversary or foreign 
country of concern.

National engagement: ASU takes part in the Council on Governmental Relations (COGR), 
the NSF SECURE Center, the Federal Demonstration Partnership (FDP) and the Association 
of University Export Control Officers (AUECO) to stay informed of evolving federal research 
security requirements, guidance and best practices.

NORTHERN ARIZONA UNIVERSITY
Federal compliance: NAU complies with federal research security requirements at both the 
employee and the institutional level. Every researcher applying for federal funding must:

•	 disclose outside employment, outside commitments, and participation in foreign 
talent recruitment programs, internally during proposal submission and to the 
funding agency on the common biographical sketch and current and pending (other) 
support forms.

•	 certify that they are not party to a malign foreign talent recruitment program;
•	 complete research security training at least annually through CITI;
•	 register with the Comptroller’s Office and obtain advance institutional approval for 

international travel on university business; and
•	 complete export control training when conducting export-controlled research.

At the institutional level, NAU:
•	 files the annual Section 117 report with the U.S. Department of Education on foreign 

gifts, contracts and grants exceeding $250,000 in cumulative value;
•	 files the annual Foreign Financial Disclosure Report with NSF, disclosing financial 

support of $50,000 or more from or associated with a foreign country of concern;
•	 screens contracts and agreements with foreign entities for security risk before 

execution;
•	 screens foreign visiting scholars before arrival;
•	 conducts targeted outreach on research security to faculty in sensitive areas such as 

engineering, materials science, remote sensing and space exploration; and
•	 maintains the policies and procedures needed to assert compliance with federal 

regulations and agency terms and conditions.

NAU’s proposal management system, Cayuse, presents these requirements and captures 
export control screening at proposal. NAU’s Participation in Foreign Talent Recruitment 
Programs policy, in effect since August 8, 2024, prohibits participation in malign foreign 
talent recruitment programs. NAU submitted its policies, disclosure forms, subrecipient 
commitment form, and system screenshots as supporting exhibits.
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Protecting national security and intellectual property: NAU safeguards sensitive research 
data through its Data Classification and Handling Policy and is developing a NIST SP 
800-171-compliant Secure Research Enclave. It protects export-controlled technology and 
technical data through Technology Control Plans. NAU’s Intellectual Property Policy governs 
university intellectual property.

Foreign adversary nations: NAU’s policy directs its Research Security Program to address 
risks associated with foreign adversary nations and foreign entities. NAU prohibits 
participation in malign foreign talent recruitment programs, including those sponsored by a 
foreign country of concern and those on federal lists of restricted institutions and programs. 
It also screens foreign contracts before execution and foreign scholars and visitors before 
arrival.

National engagement: NAU maintains membership in COGR, AUECO, and the Association 
of Research Integrity Officers (ARIO) to keep pace with changes in federal requirements and 
incorporate current best practices.

UNIVERSITY OF ARIZONA
Federal compliance: U of A builds federal research security requirements into proposal 
and award processes. Proposals cannot be submitted to a federal agency until training 
and conflict disclosures are confirmed current, and federal awards are held until conflict 
review is complete. With federal proposals, U of A issues signed organizational compliance 
attestations from the Office of Research Contracts & Agreements. These certify the accuracy 
of current and pending (other) support disclosures under 42 U.S.C. § 6605, that researchers 
are not party to malign foreign talent recruitment programs, that researchers completed 
SECURE Center research security training, and that researchers are not collaborating on 
fundamental research with entities prohibited by Department of Defense research security 
policy. Researchers also sign disclosure certifications under penalty of perjury under Arizona 
law, acknowledging the federal penalties for false statements. U of A provided sample 
attestations and certifications as evidence.

Protecting national security and intellectual property: U of A applies NIST-aligned 
minimum cybersecurity standards to all research data and is pursuing CMMC. Material 
transfer and intellectual property licensing agreements involving a Country of Concern 
require Research Security Program approval. Technology Control Plans secure export-
controlled technical data, materials, software, and hardware from unauthorized use, access, 
and observation.

Foreign adversary nations: U of A requires Research Security Program approval for activities 
involving an individual, entity, or component from a Country of Concern. It vets new sponsors 
for foreign ownership, control, or influence, screens people and entities against restricted-
party lists, and prohibits interactions with the Seven Sons of National Defense universities.

National engagement: Members of U of A’s Research Security Program have attended 
the Academic Security and Counter Exploitation program, hosted by the RISC Institute, 
since 2024. They are members of NCMS, the Society of Industrial Security Officers, and take 
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part in its educational events and annual meeting. U of A’s Executive Director for Research 
Security & Responsible Outside Interests serves as an NSF SECURE Center mentor to other 
institutions and co-chairs the Federal Demonstration Partnership’s Research Security & 
Subawards Working Group.
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The table below reports, for each university, the number of foreign grants, gifts, donations 
and contracts exceeding $250,000 received in calendar year 2025.

FOREIGN GRANTS, GIFTS, DONATIONS AND CONTRACTS

Methodology: The reporting period is January 1 through December 31, 2025. The count 
includes grants, gifts, donations, and contracts from any foreign source, including foreign 
governments, companies, universities, foundations, and individuals. An item is counted when 
that single grant, gift, donation, or contract exceeded $250,000. Each university identified 
qualifying items from its own records:

•	 ASU counted items from its list of foreign grants, gifts, donations, and contracts 
received in calendar year 2025. For contracts, ASU’s list shows the total contract 
amount, which may be received over more than one calendar year.

•	 NAU counted items from amounts received in calendar year 2025.
•	 U of A counted items from its federal Section 117 filings for July 1, 2025 through June 

30, 2026. The count covers the 19 items over $250,000 reported for July–December 
2025. It adds two contracts that began before 2026 and first appear in the January–
June 2026 filing: one began July 1, 2025, and the other December 11, 2024. A contract 
that appears in both filings is counted once. The filings report amounts by foreign 
source for every six months.
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APPENDIX A: PUBLISHED RESEARCH SECURITY POLICIES 

UNIVERSITY 
RESEARCH 

SECURITY POLICY 
EFFECTIVE DATE PUBLISHED AT 

Arizona State 
University 

Research Security 
Policy (RSP 216) 

September 12, 
2026 

public.powerdms.com/ASU/do
cuments/2905017 

Northern Arizona 
University 

Research Security 
(Interim) Policy 

September 11, 
2026 

in.nau.edu/university-policy-
library/research-security 

University of 
Arizona 

Research Security 
Policy 

February 4, 2026  policy.arizona.edu/research-
security-policy 
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APPENDIX B: SUPPORTING DOCUMENTS 
The following policies, forms, and certifications were submitted by the universities and are attached to 
this report. 

UNIVERSITY DOCUMENT DESCRIPTION 

Arizona State University B-1: ERA MyDisclosures Disclosure Profile: 
Instructions and Certification Language 

Researcher disclosure 
requirements and certification 

Arizona State University B-2: Covered Individual Certification, USDA 
Federal Prime Award 

Certification on foreign 
ownership, control or influence, 
malign foreign talent programs 
and training, with definitions 

Arizona State University B-3: NASA Wolf Amendment Certification Certification of compliance with 
Wolf Amendment restrictions 

Arizona State University B-4: Subrecipient Commitment Form, with NASA 
and USDA addenda Subrecipient certifications 

Northern Arizona 
University B-5: Exhibit 1: Research Security (Interim) Policy Policy 

Northern Arizona 
University 

B-6: Exhibit 2: Participation in Foreign Talent 
Recruitment Programs Policy 

Northern Arizona 
University 

B-7: Exhibit 3: Significant Financial Interest and 
Foreign Talent Recruitment Program Disclosure 
Form 

Researcher disclosure and 
certification 

Northern Arizona 
University 

B-8: Exhibit 4: Federal Common Form Disclosure 
Instructions and Certification Language Federal certification language 

Northern Arizona 
University 

B-9: Exhibit 5: NAU Subrecipient Commitment 
Form Subrecipient certifications 

Northern Arizona 
University B-10: Exhibit 6: Data Classification and Handling Policy 

Northern Arizona 
University B-11: Exhibit 7: International Travel (TRV 550) Policy 

Northern Arizona 
University B-12: Exhibit 8: Travel Security Training Content Training content 

Northern Arizona 
University 

B-13: Exhibit 9: Information Security Awareness 
Training Policy 

Northern Arizona 
University 

B-14: Exhibit 10: Research Security Checks in 
Cayuse System screenshots 

Northern Arizona 
University 

B-15: Exhibit 11: Enhanced Visitor Screening 
Form Screening form 

University of Arizona B-16: Researcher Mandatory Disclosure 
Certification (redacted) 

Researcher disclosure 
certification 

University of Arizona 

B-17: RPS Screening Responsibilities 
 

 

 

Screening responsibilities by 
activity 
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APPENDIX B-1: ARIZONA STATE UNIVERSITY — ERA MyDisclosures Disclosure Profile: 
Instructions and Certification Language 
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APPENDIX B-2: ARIZONA STATE UNIVERSITY — Covered Individual Certification, USDA 
Federal Prime Award 
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APPENDIX B-3: ARIZONA STATE UNIVERSITY — NASA Wolf Amendment Certification 
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APPENDIX B-4: ARIZONA STATE UNIVERSITY — Subrecipient Commitment Form, with NASA 
and USDA Addenda 
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APPENDIX B-5: NORTHERN ARIZONA UNIVERSITY — Exhibit 1: Research Security (Interim) 
Policy 
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APPENDIX B-6: NORTHERN ARIZONA UNIVERSITY — Exhibit 2: Participation in Foreign Talent 
Recruitment Programs 
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APPENDIX B-7: NORTHERN ARIZONA UNIVERSITY — Exhibit 3: Significant Financial Interest 
and Foreign Talent Recruitment Program Disclosure Form 
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APPENDIX B-8: NORTHERN ARIZONA UNIVERSITY — Exhibit 4: Federal Common Form 
Disclosure Instructions and Certification Language 
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APPENDIX B-9: NORTHERN ARIZONA UNIVERSITY — Exhibit 5: NAU Subrecipient 
Commitment Form 
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APPENDIX B-10: NORTHERN ARIZONA UNIVERSITY — Exhibit 6: Data Classification and 
Handling 
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APPENDIX B-11: NORTHERN ARIZONA UNIVERSITY — Exhibit 7: International Travel (TRV 
550) 
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APPENDIX B-12: NORTHERN ARIZONA UNIVERSITY — Exhibit 8: Travel Security Training 
Content 
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APPENDIX B-13: NORTHERN ARIZONA UNIVERSITY — Exhibit 9: Information Security 
Awareness Training 
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APPENDIX B-14: NORTHERN ARIZONA UNIVERSITY — Exhibit 10: Research Security Checks 
in Cayuse 
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APPENDIX B-15: NORTHERN ARIZONA UNIVERSITY — Exhibit 11: Enhanced Visitor Screening 
Form 
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APPENDIX B-16: UNIVERSITY OF ARIZONA — Researcher Mandatory Disclosure Certification 
(redacted) 

 



 

66  l  RESEARCH SECURITY REPORT 

APPENDIX B-17: UNIVERSITY OF ARIZONA — RPS Screening Responsibilities 

 

Source: research.arizona.edu/sites/default/files/2025-12/RPS-Screening-Responsibilities.pdf 
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APPENDIX C: PUBLISHED RESOURCES 
Each university identified the following published policies, procedures, guidance and tools that support 
its research security program. 

UNIVERSITY RESOURCE LINK 
Arizona State 
University ASU Research Compliance Homepage researchcompliance.asu.edu 

Arizona State 
University ASU Research Security Program Website researchcompliance.asu.edu/research-security 

Arizona State 
University ASU Research Security Position 

researchcompliance.asu.edu/wp-
content/uploads/sites/50/2025/02/ASU-Research-
Security-Position-02242025.pdf 

Arizona State 
University Research Security Policy (RSP 216) public.powerdms.com/ASU/documents/2905017 

Arizona State 
University Conflict of Interest Disclosure Process researchcompliance.asu.edu/coi/disclosure-process 

Arizona State 
University 

Controlled Unclassified Information Handling 
Procedures 

researchcompliance.asu.edu/research-
security/controlled-unclassified-information 

Arizona State 
University 

Enterprise Technology Get Protected IT 
Standards getprotected.asu.edu 

Arizona State 
University Export Controls Guidance researchcompliance.asu.edu/research-

security/export-controls 
Arizona State 
University Export Control Wizard researchcompliance.asu.edu/research-

security/export-control-wizard 
Arizona State 
University Export Control Policy (RSP 214) public.powerdms.com/ASU/documents/1559281 

Arizona State 
University 

Foreign Malign Talent Programs Policy (RSP 
215) public.powerdms.com/ASU/documents/2107993 

Arizona State 
University 

Foreign Talent Recruitment Program 
Guidance 

researchcompliance.asu.edu/research-
security/foreign-talent-recruitment-programs 

Arizona State 
University 

Foreign Ownership, Control or Influence 
(FOCI) Guidance 

researchcompliance.asu.edu/research-
security/foreign-ownership-control-or-influence 

Arizona State 
University Foreign Travel Checklist 

researchcompliance.asu.edu/wp-
content/uploads/sites/50/2025/10/International-
Travel-Checklist-10-30-2025.pdf 

Arizona State 
University 

International Research and Global 
Collaborations Guidance 

researchcompliance.asu.edu/research-
security/international-research-and-global-
collaborations 

Arizona State 
University 

International Research, Research 
Compliance and Security Checklist 

https://researchcompliance.asu.edu/wp-
content/uploads/sites/50/2025/04/International-
Research-Compliance-and-Security-Checklist-
final.pdf 

Arizona State 
University International Travel Guidance researchcompliance.asu.edu/research-

security/international-travel 

Arizona State 
University 

Notification of Consulting or Other Outside 
Business Activities or Arrangements (ACD 
510-01) 

public.powerdms.com/ASU/documents/1547043 

Arizona State 
University NSPM-33 Implementation Guidance nsf.gov/policies/nspm-33 

Arizona State 
University 

Objectivity in Research: Disclosure of 
Financial Interests and Management of 
Conflicts of Interest (RSP 206) 

public.powerdms.com/ASU/documents/1559274 
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UNIVERSITY RESOURCE LINK 
Arizona State 
University Physical Security Best Practices researchcompliance.asu.edu/research-

security/physical-security-best-practices 
Arizona State 
University Research Security Forms researchcompliance.asu.edu/research-

security/forms 
Arizona State 
University Research Security Training researchcompliance.asu.edu/research-

security/training 
Northern Arizona 
University Research Security (Interim) Policy in.nau.edu/university-policy-library/research-security 

Northern Arizona 
University Conflict of Interest in Sponsored Projects in.nau.edu/university-policy-library/conflict-of-

interest-sponsored-projects 
Northern Arizona 
University 

Participation in Foreign Talent Recruitment 
Programs 

in.nau.edu/university-policy-library/participation-in-
foreign-talent-recruitment-programs 

Northern Arizona 
University Foreign Talent Recruitment Programs FAQ 

https://in.nau.edu/university-policy-library/wp-
content/uploads/sites/395/FAQs-Participation-in-
Foreign-Talent-Recruitment-Programs.pdf 

Northern Arizona 
University 

Information Security Awareness Training 
Policy 

in.nau.edu/university-policy-library/information-
security-awareness-training 

Northern Arizona 
University Data Classification and Handling Policy nau.edu/university-policy-library/data-classification-

and-handling 

Northern Arizona 
University Data Handling Protocols 

nau.edu/university-policy-library/wp-
content/uploads/sites/26/Data-Handling-
Protocols.pdf 

Northern Arizona 
University Intellectual Property Policy in.nau.edu/university-policy-library/intellectual-

property 
Northern Arizona 
University International Travel Policy (TRV 550) in.nau.edu/university-policy-library/wp-

content/uploads/sites/395/Travel-550.pdf 
Northern Arizona 
University Export Control Program in.nau.edu/research/research-compliance/export-

control 
Northern Arizona 
University Security Essentials Training Modules in.nau.edu/its/infosecessentials 

University of Arizona Research Security Policy policy.arizona.edu/research-security-policy 

University of Arizona RPS Screening Responsibilities research.arizona.edu/sites/default/files/2025-
12/RPS-Screening-Responsibilities.pdf 

University of Arizona Conflicts of Interest & Commitment Policy policy.arizona.edu/ethics-and-conduct/conflicts-
interest-commitment-policy 

University of Arizona Countries of Concern Webpage (Research & 
Partnerships) research.arizona.edu/countries-concern 

University of Arizona Foreign Component Webpage (Research & 
Partnerships) research.arizona.edu/foreign-component 

University of Arizona Research Security Program and Point of 
Contact 

research.arizona.edu/compliance/research-security-
program 
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